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Provider: Al RiskWise B.V. Product: Conversation Assistant for Financial Services

Al RiskWise B.V. is a Dutch company, registered under number 98626248.

This document provides a concise overview of the key features, obligations and limitations of the Al service
offered. All contractual rights, obligations and conditions are defined exclusively in the agreement.

PURPOSE & SCOPE

- Primary purpose: Automatic transcription,
summarization, and action-item extraction
of meetings.

- Usage purposes: Note taking, decision
documentation, action follow-up,
knowledge retention.

- Al-type: Al type: NLP (speech-to-text + generative Al)

- Al Actrisk category: Limited risk. Not intended for high-risk or
prohibited categories.

- Scope: Internal meetings, project meetings, client meetings (if
permitted).

USER IMPACT & CAPABILITIES

Functionalities:
v Real-time or asynchronous transcription
v" Automatic summaries: decisions, discussed
items, open actions
v Extraction of action items with ownership and
deadlines (if recognized)
v Speaker differentiation (when audio quality permits)

Limitations / Exclusions:

Not intended for legal or official stenography

Not suitable for public or politically sensitive events
No real-time language translation

Input & output:

Input: meeting audio, client and advisory conversations
Output: transcript, meeting summary, decision points, action
points, WFT check

(L)

TRANSPARENCY & EXPLAINABILITY

Explainability:
Medium. Summaries include source references to
transcript fragments.

Model documentation:
Al Use Case Sheet and data card available for enterprise
customers.

DATA & PRIVACY

Processed data:
- Audio data, participant voice recordings
- Meeting content (spoken words — text)
- Optional: names/emails (if present in meeting
metadata)

GDPR legal basis:

- Legitimate interest (note taking / workflows), or

- Consent from participants (recommended for external
attendees)

Retention periods:

- Audio: deleted immediately after processing
- Transcripts and summaries: 30 days

- Logs: max 365 days (security)

Data residency:

- Storage and processing exclusively within the EU

- No transfers outside the EEA without adequate safeguards
(SCC + DTIA)

Data sharing:

- No reuse of customer data for model training or model
improvement

- No transfer to third parties except subprocessors under a
DPA

SECURITY & CYBERSECURITY

Technical measures:

- Encryptie Encryption in transit (TLS 1.2+)
and at rest (AES-256)

- RBAC, SSO integration, audit logging

Al-specific risks:
- Prompt-injection mitigation
- Controls to avoid undesired content in generated
summaries

Incident respons:
- 24/7 monitoring, GDPR-aligned breach notification
procedures

Robustness:
- Regular model updates and quality monitoring



ETHICS & RESPONSIBLE USE

Bias risks:

- Possible inaccuracies in speaker
differentiation with overlapping audio

- Errorrisk for dialects or poor audio

Mitigation:
- Ability to manually correct summaries

Human role:
- Output is supportive; human oversight required for
decision-making

Work impact:

Reduces administrative burden but does not replace human

judgment or expertise

GEOPOLITICAL & SUPPLY CHAIN INSIGHTS

Model-/hosting location:
Hosted in EU datacenters
Uses EU Al models

Al RISK OVERVIEW

RIGHTS & LIABILITY

Guarantees / limitations:

- Systeem System delivers best-effort
transcription depending on audio

- No guarantee of legal accuracy

Liability:

Limited to 12 months of license value
IP indemnification for vendor-provided technology

Customer obligations:

Inform meeting participants about recording and
processing (GDPR)
Use according to Acceptable Use Policy

Intellectual property rights:

Customer retains full rights to input and output

Risk type Level Description

Model control Quality monitoring, model updates, human oversight, correction options. Risk
of transcription errors in complex audio.

Data Meeting data may be sensitive; controlled via EU data-residency, data

Management & minimization, short retention, and no training reuse.

Privacy

Compliance 00000 Clear responsibility allocation, best-effort disclaimers, DPIA support,
contractual safeguards.

Ethics 00000 Fairness tests, transcript quality audits, required human oversight. Bias risk
limited by human review.

Geopolitics 00000 Hosting and Al systems fully within the EU.

Cybersecurity 00000 TLS encryption, RBAC/SSO, audit logging, secured APIs, continuous
monitoring.
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